PRESS RELEASE

sonema

your future, our commitment

The SONEMA Group to expand its range of client services
dedicated to IT and network security

Monaco, 20t October 2020

To help companies meet the challenge of protecting their networks and IT system, Sonema is launching a new
range of dedicated services. By expanding its security portfolio, Sonema is also reconfirming its commitment

to guaranteeing full compliance with international security standards.

Used in all company processes, Information Systems now require advanced solutions in order to protect them from an
increasing number of threats and cyber-attacks. To meet these new challenges and to support our customers with their
Cyber-Resilience strategy, Sonema has decided to expand its range of dedicated services.

New: ACCESS PROTECTION
o Because it’s essential to strengthen the security of critical resources, Sonema is expanding its portfolio with a
management and global security of identities and access rights service consisting of 3 modules:
1. VPN : Securing remote accesses
2. Double Authentication: Reinforcement of access rights
3. Bastion: Privileged Access Management (PAM)

Development: AUDIT & CONSULTING
o The Audit & Consulting service is enhanced with an automated intrusion test module to assess resilience to cyber-
attacks. Combining 3 analysis modes and 9 supervised attack vectors, this solution offers a continuous global
simulation of attacks using virtual machines and software agents. The Audit & Consulting offer also offers a set of
technical and organisational audits allowing companies to assess their security posture.

Confirmation: PCI-DSS STANDARD COMPLIANCE
o In July 2020, Expertmedia, Sonema’s technical subsidiary, once again validated its compliance with PCI DSS
V3.2.1 requirements at “Level 1 Service Provider” level defined by the international Security Standards Council. This
compliance enables Sonema to host electronic payment platforms and to position itself as a trusted third party for
various banking and electronic payment services.

These developments strengthen Sonema’s ability to support its customers in the face of new IT security challenges.
Catherine Delom, Managing Director of Sonema states: “In order to enable our customers to concentrate on their core business,

Sonema has always made safety one of its top priorities. These new offers demonstrate our willingness to recommit to our customers
by taking into account their changing needs and continuing to offer solutions which are tailored to meet their requirements.’
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In a digital environment which is continuously evolving, data control and exploitation are and will remain an integral part of competitiveness
and distinctiveness of companies. It has become essential to set up a strategy to secure flows and protect data.

By operating and managing scalable, bespoke telecommunications solutions, Sonema supports its customers in their projects every day. With
commitment in mind, and with a strong understanding of what is at stake, we want to be a proactive partner for our customers by allowing them to

concentrate on the heart of their profession and on their business innovation.
Faithful to our values of respect, transparence and responsibility, we place trust at the heart of the relation with our customers.
Sonema, also means:

« 70 colleagues who are committed to our customers, every day
« 730 customer installations in 40 countries
- 48 certified partners all over the African continent

More information: www.sonema.com - Press contact: communication@sonema.com




